
Card Authentication PopUp Window 
for "Verify by VISA" or the equivalent MasterCard "SecureCode" 
 
It appears that many customers are now seeing a PopUp window similar the example reproduced below.  The content of the 
PopUp window is produced by your Card Issuing Bank and the layout and content can be specific to each Bank. 
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older Authentication Work?

ion?

 process whereby the identity of the cardholder is verified by their issuing bank. When a MasterCard or 
ts your store, our software automatically detects whether the issuing bank is participating and the 
d. If the cardholder is enrolled, a pop-up window is displayed and they are prompted to enter their 
eir identity with their issuing bank. Through this simple process, the issuing bank confirms the 
 in real time.

ayment methods other than MasterCard or Visa, and MasterCard and Visa cardholders who are not 
 and VbyV schemes, are not aware of any changes in the payment process. 

ify their identity with their issuing bank only if the following conditions apply: 

 bank has signed up to MasterCard SecureCode (MCSC) or Verified by Visa (VbyV) 
nrolled with their issuing bank. 



Once enrolled, when purchasing from a merchant enabled for MCSC and VbyV, cardholders are prompted by their issuing 
bank to enter a password to verify their identity.

How do cardholders enrol?

Enrolment of cardholders is the responsibility of the issuing bank, which is expected to take a pro-active role in 
encouraging their cardholders to sign-up to MCSC and VbyV over the coming months. 

Self-enrolment

Enrolment may take a number of forms: for example, by visiting a registration site operated by the issuing bank. This is a 
one-time process. The registration process involves the cardholder:

• being asked a series of questions 
• selecting a password to authenticate him/herself 
• agreeing an assurance message. This will provide the cardholder with added confidence they are communicating 

with their issuing bank during the payment process.  

Once this information is collected and the issuing bank has verified the cardholder against existing records, enrolment is 
complete. 

Pre-enrolment

Some issuing banks are attempting to pre-enrol their cardholders for authentication. This means that an enrolment pop-up 
may be displayed when a cardholder submits their payment using the WorldPay Payment Page, asking them to enrol online. 
This increases the take-up of enrolment for the issuing bank. The subsequent impact of this is that cardholders may not:

• have the required functionality on their computer to allow a pop-up window to be displayed (they need JavaScript 
enabled and pop-up killer software disabled) 

• be expecting a pop-up window and may close the window before it has finished loading, assuming it to be an 
advertisement 

• want to enrol and may close the pop-up window (using the in the top right-hand corner of the pop-up), rather 
than an Enrol Later button provided by the issuing bank within the pop-up window. 

In order to assist these cardholders, WorldPay enable those who wish to enrol in an authentication programme to do so and 
allow those who wish to continue with their purchase to by-pass enrolment and proceed to authorisation, as normal. For 
further details, see Further Support for Cardholder.

It is currently not clear how extensively issuing banks will use this process, or the exact nature of the screens that the 
issuing bank may use to enrol the cardholder (example screens are not yet generally available). 

The cardholder still has to self-enrol by agreeing a password and other card and personal security details online before 
they can be authenticated.  
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Payment Process - Showing Authentication PopUp Window 

Successful Authentication 

The following screens show an overview of changes to the payment process when an enrolled 
MasterCard SecureCode (MCSC) or Verified by Visa (VbyV) cardholder visits your online store and is 
authenticated by their issuing bank. A Visa cardholder is used here as an example. Cardholders making 
a payment with MasterCard follow an almost identical process. 

Step 1 

http://support.worldpay.com/kb/user_guides/authentication/online_authentication/auth_further_supp.htm


After deciding to buy, the cardholder selects the Buy button and the Payment Selection Page is 
displayed. The cardholder selects Visa as a method of payment. Note that authentication services are 
currently available only for the following cards: Visa, Visa Delta and Visa Electron. 

 

 

Payment Selection Page 

Step 2 

The Payment Page is displayed. The cardholder completes their details, some of which may already be 
automatically completed and selects the Make Payment button (or equivalent button).  

  



 

Payment Page 

Step 3 

The authentication pop-up window is displayed. The cardholder checks their details including a 
Personal Message which assures them they are dealing with their issuing bank. The cardholder enters a 
personal password agreed with their issuing bank before selecting the Submit button.  

Note that help is provided by the issuing bank if the cardholder cannot remember their password. 
Wording and layout on the pop-up is managed solely by the issuing bank.  

 

NOTE: If the cardholder closes the pop-up 
window in error, or is unable to 
display the pop-up window because 
of software problems, they are still 
able to make a purchase (see Further 
Support for Cardholder). 

  

http://support.worldpay.com/kb/user_guides/authentication/online_authentication/auth_further_supp.htm
http://support.worldpay.com/kb/user_guides/authentication/online_authentication/auth_further_supp.htm


 

Pop-up Window 

Step 4 

If the cardholder is successfully authenticated by their issuing bank, WorldPay send the payment for 
authorisation. Following successful authorisation, the Results Page is displayed, as shown below. Note 
that this process takes only a few seconds. 

  

 

The Results Page 

Step 5 

The results of authentication are displayed in your Merchant Confirmation Email, Callback and in the 
Transaction Summary and Full Transaction Record. See Managing your Authentication Results. 

http://support.worldpay.com/kb/user_guides/authentication/managing_your_transactions/auth_managing_results.htm


  

Unsuccessful Authentication 

If a cardholder submits a wrong password then they fail to be authenticated by their issuing bank. The 
cardholder must select the Continue button and is then automatically returned to the WorldPay 
Payment Selection Page to select another payment method. Depending on the issuing bank, three or 
more attempts are allowed before authentication fails.  

The issuing banks will serve a similar message in the pop-up to the one below: 

 

Authentication Failed Pop-up 

 

NOTE: When a cardholder fails to be 
authenticated by their issuing bank, the 
payment does not continue to 
authorisation. As no such transaction 
exists, it is therefore not recorded by 
WorldPay in the Customer Management 
System.  
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